WEARABLE COMPUTING TECHNOLOGY
The availability of portable, energy-efficient computing devices that can be easily integrated with clothing has renewed interest in the possibilities of wearware. In 1995, the University of Toronto's Steve Mann (www.eecg.toronto.edu/~mann/), widely regarded as the inventor of the wearable computer, concealed a fully functional display and camera in ordinary eyeglasses. Since then, researchers have created several types of wearable computers, with many companies today offering a variety of commercial applications.
To be practical, a wearable computer must be small and light enough to fit inside clothing, attach to a belt or other accessory, or be worn directly like a watch or glasses. At the same time, it must be able to accommodate various electronic devices-sensors, cameras, microphones, wireless transceivers, and so on-along with a microprocessor, a battery, memory, and a convenient and intuitive user interface. It must also be able to convey information even when not in use, such as a new e-mail alert. Unlike intelligent wristwatches, wearable radios, and other similar devices, wearware can be reconfigured as required, which greatly widens the scope of applications. ics, emergency medical technicians, and quality-control inspectors-in performing several diverse tasks at multiple locations such as conducting inspections, making repairs, and ordering parts.
The MA V integrates all required sources of data with one interface, enabling a mobile technician to instantly access complex databases, update logs, issue reports, and conduct on-the-job training in remote, space-constrained settings. The system features a 500-MHz CPU with up to 256 Mbytes of SDRAM and 40 Gbytes of storage, an integrated digital signal processor, a range of flat-panel and head-mounted displays, onscreen and wrist-worn keyboards, speech-and handwriting-recognition capabilities, and both wireless and hard-wired connectivity.
MIThril
The MIT Media Lab is developing several wearable computing projects (www.media.mit.edu/ wearables/). MIThril is a next-generation research platform inspired by the lightweight ring-mail armor called mithril worn by Frodo, the protagonist of J.R.R. Tolkien's Lord of the Rings saga. As Figure 1 shows, the system hardware is unobtrusively packaged in a vest and, except for the headmounted MicroOptical QVGA clip-on display and Handykey Twiddler, can be completely concealed by a shirt. The software combines user interface elements, machine-learning tools for classifying context-aware data, and prototype applications for biomedicine, communications, and just-in-time information delivery.
MIThril integrates four low-power computing cores: the Linux-based BSEV (a Bright Star Engineering ipEngine-1 with a body bus/video driver board) an Intrinsyc CerfBoard, an IEEE 802.11 bridge, and a microcontroller-based data-gathering system. The body network links the cores to one another and to the wireless bridge via 10-Mbps Ethernet, while the body hub connects the BSEV core to a wide range of sensors and peripherals, including an infrared active tag reader, an accelerometer, a microphone, headphones, a charge-coupled device camera, and a Global Positioning System (GPS) receiver as well as the head-mounted display and twiddler.
Sulawesi
Researchers at the University of Essex are developing Sulawesi (http://wearables.essex.ac.uk/ sulawesi), a wearable computing framework designed to accept input from multiple modalities and to generate various output media. The current implementation utilizes speech recognition, text input, and infrared/GPS input using a clearly defined protocol to accommodate other channels and devices. Sulawesi provides mechanisms to let Java agents proactively monitor the user's environment and provide services such as position location and, in the future, facial recognition.
WetPC
In 1993, Bruce Macdonald, a scientist at the Australian Institute of Maritime Sciences, invented the world's first underwater wearable computer (www.aims.gov.au/wetpc/index.html). The WetPC features a mask-mounted, high-contrast virtual display and an innovative one-handed, five-key controller called a Kord pad. Cables connect both devices to the computer, which attaches to the air tank in a waterproof casing. The product's ambidextrous, chordic graphical user interface has since been commercially adapted for a wide range of wearable, mobile, handheld, and rugged computing applications.
Auranet
The University of Oregon's Wearable Computing group (www.cs.uoregon.edu/research/wearables/) is exploring how to use mobile and wearable computing technology to "enhance the spirit of cooperation" in everyday, real-world social encounters. The Auranet represents the network of customary computing devices present in a person's social space or aura. The notion of a wearable community in which such devices interact during face-to-face encounters has many implications for peer-to-peer collaboration, privacy, and security.
Wearable chips and smart fabrics
Infineon Technologies, a Munich-based chipmaker, has developed a way to integrate microprocessors and sensors into ordinary clothing that can be washed and even dry-cleaned. 3, 4 The electronics are insulated in silver and polyester and directly woven into clothing and other textiles. In 2002, the company introduced a wearable MP3 player-consisting of a half-inch-square chip, small battery, and multimedia card-sewn into a jacket and activated by voice commands. In addition to personal entertainment, the technology has potential applications in fields such as communication, security, and healthcare. For example, wearable chips could be used to monitor hospital patients' vital signs and transmit data wirelessly through a built-in antenna.
Several other companies have working prototypes of smart fabrics that can function as a communication medium. For example, France Telecom has invented a flexible video screen made of optical fiber woven into clothing that can display static and animated graphics downloaded from the Internet, a desktop computer, or a mobile terminal. 5 Other firms are focusing on textile-based networking technology. Foster-Miller (www. fostermiller.com), an engineering and technology development company in Boston, is working on ways to integrate wearable devices using cabling that supports industry standards such as universal serial bus (USB) and IEEE 1394 (FireWire). The challenges here are efficient routing and good ergonomic design.
Land Warrior System
The US Army is working with Raytheon Systems and various subcontractors to develop military wearware that will increase the future foot soldier's situational awareness, lethality, survivability, and mobility. The Land Warrior System (www.fas.org/ man/dod-101/sys/land/land-warrior.htm) integrates weaponry enhanced with a laser rangefinder/digital compass, thermal and video sights, and an infrared laser pointer; a helmet-mounted heads-up display with an image intensifier and laser detectors; a computer/radio subsystem with a GPS locator and handheld flat-panel display; software for tactical and mission support with a customizable GUI; and lightweight, protective clothing with modular body armor and physiological sensors.
The LWS will enable soldiers to view computergenerated graphical data and maps, engage targets at night and without exposing themselves to hostile fire, share intelligence information and video images, and coordinate and synchronize their actions with peer groups via mobile ad hoc networks (Manets). Other possible military applications include special operations, maintenance, language translation, position determination, map functions, report preparation and calculations, training, support, medical care, logistics, distance learning, law enforcement, and reconnaissance.
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WEARABLE NETWORKS
The most important factor in these and other wearable computing systems is how the various independent devices interconnect and share data. An off-body network connects wearware to other systems that the user does not wear or carry, while an on-body or personal area network connects the devices themselves-the computers, peripherals, sensors, and other subsystems.
The advent of portable computers and wireless communication technologies such as IEEE 802.11, also known as Wi-Fi, has ensured reasonable anytime, anywhere connectivity. 6 However, this free flow of information must be regulated to disseminate data effectively in a wearable network. In addition, because wearable networks must operate under several constraints, they have unique requirements with respect to mobility, bandwidth, power conservation, portability, security, radiation levels, and Internet connectivity.
The degree of mobility is application-dependent. For example, a factory worker needs coverage on the shop floor, a courier within a city, and a traveling salesperson throughout a region. Connectivity issues extend beyond the needs of a single user, and corporate-level standardization and technology integration must be taken into account. Both offbody and personal area networks must not have line-of-sight (LoS) requirements.
Bandwidth is also application specific. For example, aircraft technicians using interactive multimedia for design documents would need extensive bandwidth, while very low data rates are sufficient for a delivery worker.
Connecting several devices in a system with little available portable power introduces complications. Factors that affect a device's battery life include traffic patterns, passive modes such as sleep, and the transmit/receive duty cycle. Advances in very large-scale integration, signal processing, and battery technology are improving power management in both hardware and software.
Devices must be small enough and lightweight enough to carry in a pocket or embed within fabric. In addition, they must be durable to withstand harsh environmental conditions including rain and the turbulence they are subjected to in a washing machine.
When a user is an integral part of a wearable community, privacy and security are of paramount importance, especially in a wireless medium, which is inherently less secure. Military applications must meet low probability of intercept or low probabilPrivacy and security are of paramount importance in a wireless medium, which is inherently less secure.
ity of detection 2 conditions, as well as provide good defense against jamming.
Although studies on the harmful effects of radiation from cell phones and other wireless devices are inconclusive, safety is becoming a more important design consideration. In general, it is desirable to contain radiation to the surface of clothing and away from the body, especially as the number of wearable electronic devices and usage increase.
Finally, wearables must ultimately connect to the Internet, which could occur in three ways. 2 One approach uses a proxy gateway at some off-body access point to interface to the Internet, with all on-body subsystems communicating via a non-IP protocol. This efficiently uses scarce IPv4 addresses, but the proxy is a potential bottleneck because it can become overloaded with requests. Another solution merges the proxy's functionality with an on-body hub assigned a single IP address, again with non-IP subsystem communication. A third approach assigns device-specific IP addresses to simplify communication. However, each device must be IP-compliant, with sufficient computational resources to handle IP issues; this approach also hogs already scarce IPv4 addressesnot an issue in IPv6.
Wearware will likely use a combination of these approaches, with the more powerful devices in the personal area network running IP and secondary devices such as sensors and personal peripherals using non-IP communication. 
OFF-BODY NETWORKING TECHNOLOGIES
Off-body communications rely on wireless local area network (LAN) technologies and, increasingly, Manets. There is no single ideal solution, with each varying according to data-rate requirements. Improvements in the area of tiered networks and wireless metropolitan area networks (MANs) will integrate voice, data, and other multimedia services. Table 1 summarizes the current off-body wireless networking solutions.
Satellite technologies including low earth orbit, medium earth orbit, or even the well-established geostationary earth orbit systems-used in very small aperture terminals-are not viable options for off-body networks because of their large antenna sizes, high power requirements, and prohibitively high costs. For the same reason, both local multipoint distribution service and multichannel multipoint distribution service technologies are impractical.
Wireless LANs
Wireless LAN solutions usually require some installed infrastructure. Among numerous available products, most employ low-power direct sequence spread spectrum (DSSS) and frequency hopping spread spectrum (FHSS) encoding schemes in the 2.4-GHz industrial, scientific, and medical (ISM) band. Data networking technologies are based on carrier sense multiple access with collision avoidance (CSMA-CA) protocols-essentially wireless Ethernet-derived from the IEEE 802.11 standard, while cordless phone technologies are based on time division multiple access (TDMA) and adapted from the European Digitally Enhanced Cordless Telephony (DECT) system.
Widely deployed IEEE 802.11b networks operate in the 2.4-GHz ISM band. Those using a standard DSSS solution can support a maximum data rate of 11 Mbps, but a modulation technique called packet binary convolutional coding (PBCC) enables a throughput up to 22 Mbps. IEEE 802.11a supports 54 Mbps in the 5-GHz range using orthogonal frequency division multiplexing (OFDM); IEEE 802.11g, ratified in June 2003, also operates at 54 Mbps but in the 2.4-GHz range and is backwards compatible with 802.11b. Products based on the advanced 802.11a/g standards remain expensive.
HomeRF (www.palowireless.com/homerf/) is an open industry specification in the 2.4-GHz ISM band that uses FHSS and defines how PCs, cell phones, printers, PDAs, scanners, cordless telephones, and other consumer electronic devices and home appliances communicate with one another, sharing resources and access to the Internet in a wireless medium. By integrating voice, data, and streaming media, HomeRF makes it easy to build and maintain a high-speed broadband home network. 6 Despite the technology's promise, several member companies of the HomeRF Working Group, which disbanded in January 2003, shifted their attention to Wi-Fi and other WLAN solutions. 7 HomeRF is now available only for universities and research labs, and with its commercial focus gone, it has no practical future as an off-body networking technology.
The European Telecommunications Standards Institute's HiperLAN2 (www.hiperlan2.com) offers data rates up to 54 megabits per second, quality of service, security, and efficient handoff between areas covered by different access points. It operates in the 5-GHz ISM band and uses orthogonal frequency division multiplexing. HiperLAN2 transmits data using a connection-oriented link between the mobile terminal and the access point with supMost wireless LAN solutions employ low-power spread spectrum radio frequencies operating in the 2.4-GHz industrial, scientific, and medical band.
port for both point-to-point and point-to-multipoint connections. 6 The air interface is based on a time division duplex (TDD) and dynamic TDMA system-the medium's time-slotted structure allows simultaneous communication in both downlink (forward channel) and uplink (reverse channel) within the same media access control frame.
High-performance radio LANs offer greater security and reliability than traditional WLANs, supporting both authentication and encryption. HiperLANs have the flexibility to work with different types of fixed networks in various configurations-they can be used as a last-hop segment in a switched Ethernet or as access networks for thirdgeneration (3G) systems. Despite their promise, however, the technology has not yet taken hold in traditional wireless devices, much less in wearable computing.
Cellular telephony
At the most primitive level, the cellular phone can serve as a modem to connect to the Internet. Earlier versions of the Global System for Mobile Communications and code division multiple access (CDMA) supported only low data rates, but the newer 3G packet-switched networks-including CDMA2000 1x Ev-DO (evolution-data optimized) and the Universal Mobile Telecommunications System, also known as wideband CDMA (WCDMA)-can support multimedia traffic.
Paging technologies
Paging technologies blend modern cellular technologies, Motorola's high-speed FLEX protocols (www.motorola.com/MIMS/MSPG/FLEX), and private wireless data networks such as RAM Mobile Data and Ardis. They consume relatively little power, and acquiring frequencies for private use is fairly easy. Two-way paging as defined by the ReFLEX standard provides very low bandwidth and is not considered a major technology.
Modern trunked radio networks, which originated in push-to-talk taxicab radios, closely resemble cellular telephony or two-way paging. The RAM and Ardis networks provide national messaging services via proprietary radio modems that can be inserted into a variety of handheld devices, including PCs. Current networks provide direct Internet access, while legacy systems use a simple e-mail gateway.
Wireless MANs
A wireless MAN provides WLAN-like services, primarily Internet access, to an entire city. Ricochet (www.ricochet.com), available only in Denver and, to a limited extent, in San Diego, is currently the only pure WMAN technology. The air interfaces for WMANs as defined by IEEE 802.16, also known as WirelessMAN (http://wirelessman.org), provide inexpensive broadband access to buildings through exterior antennas that communicate with a base station. WirelessMANs explicitly support nomadic users, and they currently operate in the underutilized 10-66 GHz band, which presents significant design challenges due to the short wavelength and LoS requirement.
IEEE 802.16a defines interfaces for the 2-11 GHz band, but with lower data rates and no LoS restriction. End users require varied services including legacy time division multiplexing voice and data, IP connectivity, and packetized voice over IP. To support these services, the media access control must accommodate both continuous and bursty traffic. The 802.16 MAC provides a wide range of service types analogous to the classic asynchronous transfer mode service categories as well as newer categories such as guaranteed frame rate.
Manets
Mobile ad hoc networks are characterized by a lack of infrastructure and depend on each node to act like both end user and router, 3 making the network setup cost minimal. Manets have been around since the 1970s but were predominantly used for defense purposes and even today lack large-scale support. These networks seem ideal for off-body communications; although the technology is power hungry and lacks scalability, researchers hope to overcome these obstacles in the near future. The current focus is on developing link-layer and network-layer protocols for efficient routing and data handling.
ON-BODY NETWORKING TECHNOLOGIES
A personal area network connects a computer to various devices-sensors, actuators, peripherals, and so on-that a user carries or wears or, in some cases, places nearby. A typical PAN includes a central processing module, separate keypad or pointing device, display device, voice input device, and speaker for audio output as well as several application-specific devices such as bar code readers and health-monitoring sensors.
PANs are generally classified as wire-based, infrared-based, or radio-frequency-based, with wired solutions being the predominant technology for wearware. Many off-body solutions could be used on a smaller scale for on-body communications but, as Figure 2 shows, would involve a colossal waste of resources.
Current on-body networking solutions are summarized in Table 2 . Several wearable prototypes use an on-body USB hub. A competitor with FireWire, USB 2.0 provides data rates up to 480 Mbps, can support up to 127 devices, and is compatible with the older 12-Mbps USB 1.1, which is still widely deployed. It also supports isochronous communications suitable for keyboards and other input devices.
IRDA
The Infrared Data Association (www.irda.org) has defined a family of specifications using free-space optics in the infrared band, including an output driver with an LED for the transmission and an IR detector for reception. The IrDA specifications define several point-to-point links that operate at speeds ranging from 2.4 Kbps to 4 Mbps. PAN solutions built on these technologies are less than satisfactory for most wearware because the LoS requirement prevents placement of devices in pockets and other convenient places.
MIT/IBM PANs
Drawing on early work at MIT's Media Laboratory, scientists at IBM's Almaden Research Center are developing a PAN that uses the human body as a "wet wire" to transmit more than 400 Kbits of data per second at very low power levels (www. almaden.ibm.com/cs/user/pan/pan.html). The technology exploits the body's natural salinity to conduct an electrical current on the order of one-billionth of an amp, lower than natural currents.
Persons equipped with a PAN transmitter and receiver can exchange simple data-for example, preprogrammed electronic business cards-via a handshake. In addition, the technology can transmit information between electronic devices a person is wearing. For example, a user's pager could automatically upload a phone number to his cell phone, requiring him to simply hit the "Send" button-a safety feature as well as a convenience if the user is driving a car.
Communication is based on impedance mismatches between the transmitter and receiver electrodes. Eavesdropping and interference from other users are therefore unlikely because the signal decreases in strength over even a short distance. PAN technology is an attractive solution for wearware because it operates at low frequencies and power.
The PAN technology that MIT and IBM are developing currently supports amplitude shift keying and direct sequence spread spectrum, with frequency shift keying-a modulation scheme that offers improved data rates-under investigation. Researchers are also focusing on multidevice net- working and ways to multiplex both data and power over the same medium.
BodyLAN
BBN Technologies' BodyLAN 2 is an RF-based PAN that has attracted much interest because of its low power consumption, small size, short range (2-10 m), lack of LoS limitations, interference tolerance, cross-product generality, and easy integration into original equipment manufacturer products and solutions.
At the MAC level, BodyLAN is basically a star topology comprised of a single hub device surrounded by up to 127 personal electronic accessory (PEA) devices. The hub manages all MAC-level communication including network timing, allocates bandwidth, and supports the attachment and detachment of devices. The network's patented digital logic is related to the bit rate and has a direct bearing on power management. In many ways, the hub-PEA relationship is similar to the Bluetooth master-slave concept.
Fabric area networks
Created by Alex Hum at the now defunct Starlab research laboratory in Brussels, a FAN 8 uses multiple radio frequency identification links to embed a wireless network in clothing. Using RFID removes the LoS requirement; in addition, the power of the near-field inductive coupling of RF fields decays to the third power of distance, thereby preventing interference-common in Bluetooth, HomeRF, and IEEE 802.11-by limiting radiation to specific areas on the clothing's surface.
Because the normal range of low-frequency RFID is about 10 centimeters, covering the entire human body would require a circular antenna 2.54 meters in diameter. However, as Figure 3 shows, the FAN model obviates this difficulty by using multiple RF antennas, each with a diameter less than 2 centimeters, to route data between connection points like a typical data network. This star topology restricts the RF field's zone to the overlapping regions of the antennas, thereby eliminating the need to broadcast in all directions. Clothing using FAN technology, which Hum's group referred to as intelligent wear, has the potential to monitor the environment, including light and sounds, as well as body functions and even mood. For example, a shirt outfitted with audio sensors could instruct a mobile phone to ring more loudly if the wearer is at a party, or not at all if she is in a meeting.
Although i-Wear represents an innovative and exciting development in wearable network design, attracting the support of Siemens, Philips, Adidas, Levi Strauss, and other major companies in the technology and fashion industries, little research has occurred in this area since the bankruptcy of Starlabs in 2001.
Bluetooth
Originally developed at Ericsson as a cable replacement technology, Bluetooth (www.blue tooth.com) has evolved into a royalty-free wireless standard for connecting a diverse set of devices ranging from PDAs, mobile phones, and laptops to cooking ovens, home appliances, and sensors in a homelike environment. The Bluetooth Special Interest Group-a trade association of leading telecommunications, networking, and computing companies-is now defining and promoting the specification, which operates in the globally available and mostly unregulated 2.4-GHz ISM band.
While Bluetooth was not specifically developed for PANs, its low cost, short range, and widespread industry acceptance make it a good candidate for this use. Researchers have extended the piconet concept, a Bluetooth network of up to seven active slaves controlled by a master device, to create a scatternet-an interconnection of piconets.
Bluetooth defines real-time and nonreal-time traffic as synchronous connection-oriented and asynchronous connectionless links, respectively. It is a TDD system and uses an FHSS technique with a maximum of 1,600 hops per second over 79 RF channels 1 MHz wide. Bluetooth has one-, three-, and five-slot packets that may or may not be encoded with forward error correction, enabling a 
